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How to connect to the server through RDWeb and setup
2 Factor Authentication on your account.

1) Open your browser and go to your company RDWeb
portal URL. Enter your username and password to sign in.
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2) Click on start setup.

-'—- Protect Your ]
— - - Account

What is this? Cf

Need help? Two-factor authentication enhances the security of your account by using a

e secondary device to verify your identity. This prevents anyone but you from
oL ¥ LDud
’ accessing your account, even if they know your password.

This process will help you set up your account with this added layer of
security.



3) Select mobile phone and click on continue.

-|I‘ What type of device are you adding?
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@ Mobile phone RECOMMENDED h
What is this? [F

Meed help? Tablet (iPad, Mexus 7, eic )
Landline

Secured by Duo
Security Key (Yubikey, Feitian, etc.)

Touch ID

Requires Chrome on macOS to use Touch ID
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4) Set the country to Canada. Enter your phone number.
Check box to confirm phone number and click continue.

-|I‘ Enter your phone number
Naw

Whatis this? (5 Canada h

Meed help?

Secured by Duo -|-'1 V
Example: (204) 234-5678

#ﬂ You entere Is this the correct number?

5) Select your phone OS type (Android or iPhone) and click
on continue.

-|I‘ What type of phone is ?
iPhone
What is this? €3
Need help? @ Android
" Windows Phone

Secured by Duo
Other (and cell phones)
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6) On your phone, go to the App store or Google play store
and install “Duo Mobile”.

Duo Mobile

Duo Security, Inc.

3.8% 10M+ | 3

17K reviews Downloads Everyone ®

Install

7) Return to the RDWeb portal you’ve already opened and
click on “I have Duo Mobile installed”.

-' A%,  Install Duo Mobile for Android

1. Launch the Google Play Store app
and search for "Duo Mobile™.
2_Tap "Install” to install the app.

What is this? C§
Meed help?

Secured by Duo

m I have Duo Mobile installed h

8) Open the “Duo Mobile” app on your phone and select
add from the top right corner.
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9) Select “Use QR code” and scan the QR code from the
computer screen then click continue.

-'I- Activate Duo Mobile for Android
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1. Open Duo Maobile.
2. Select Use QR code
3. Scan this barcode.

What is this? [§
Need help?

Secured by Duo Email me an activation link instead.
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10)Click on continue to Login.

-'I- My Settings & Devices
N
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i JUST ADDED
What is this? 5 ‘ %} Android ‘
Need help?
SR Default Device:  Android
When llog in: | Askme to choose an authentication method “

m Continue to Login h

11)Click on “Send me a push”.

Choose an authentication method

-'I' Duo Push recommenpen Send Me a Push
What is this? Cf
Need help? o call Me Call Me

Secured by Duo
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Passcode Enter a Passcode

Enrollment successfull This is the Duo login prompt that you'll normally see when logging in.




12) Duo Mobile will send a push message to your phone. Click

approve.
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13) Once you’ve logged into your RDWeb portal you can click
on the corresponding Desktop icon.
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Current folder: /
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14) Click on the RDP file that is downloaded to your browser
to connect to the server.

cpub-rds_collectio...rdp A




15) On the proceeding Windows security screen, enter your
username and password then click on OK to finish connecting
to the server.

Windows Security X

Enter your credentials

Type your user name and password to connect to LCS-

More choices

_

F_




